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Dr. Eli Shapiro

Digital Citizenship:
Understanding the               
Benefits, Risks and                      Impact of
Technology               on                  Students
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OF PEOPLE
89%

experience

phantom vibrations.

Purdue University, 2012

fast fact

2

?
what is
Digital 

Citizenship
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di-gi-tal ci-ti-zen-ship
[di-gi-tul ci-ti-sin-ship]

the norms of appropriate, 
responsible behavior with 
regard to technology use. 
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COVID Challenges 

A
TIME

OF
UNCERTAINTY

Restructure of 
Education / Life
Social Distancing

Elevated Anxiety

A Shift to Digital 

5

6



2/2/23

3

It’s the

Technology offers
• Accessibility
• Productivity
• Information
• Connectivity

best of times worst of times
Technology impacts

• Social
• Behavioral
• Psychological

• Day-to-day
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Fast Fact
6 out of the worlds 7 billion 
people own a mobile phone 
– but only 4.5 billion have a 

toilet. 
(United Nations Study, 2013)

fast fact
6 billion out of the worlds 7 billion 
people own a mobile phone.

only 4.5 billion have  a toilet.
!

United Nations Study, 2013

8

a
generational

disconnect

9
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OF TEENS
95%

Own or Have

SMARTPHONE
Access

Pew, 2018

fast fact

Majority by age 11

10

Social 
Networking 
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OF TEENS
90%

Are active users
Of

SOCIAL MEDIA
Association of Child Psychiatry, 2018

fast fact
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GAMING

13
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OF TEENS
90%

Are active users
Of

DIGITAL GAMING
Pew. 2018

fast fact

54% More Than 2.5 hours a Day
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OF TEENS
69%

Watch VIDEOS

More than 1 hour a day
Common Sense Media, 2019

fast fact

More than 7 hours daily of non-school related screen use
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IMPACTED
DOMAINS

BEHAVIORAL

SOCIAL

PSYCHOLOGICAL

DAY-TO-DAY
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BEHAVIORAL

THE
DIGITAL
REALM

PROMOTES

DEPENDENCE
DISTRACTION
IMPULSIVITY
DISINHIBITION
SLEEP
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fast fact

39% students 
admit to having emailed, 
texted or posted something 
that they later regretted.

Shapiro, 2015

20

fast fact

more than HALF (57%)  
of adults have posted or messaged

something that they later regretted.

22% report doing so weekly
Omnibus, 2015
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Online Disinhibition
[dis-in-hib-i-shun]

Online behavior and language
that is inconsistent with 

personal values and standards

22

Purdue University, 2012
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OF STUDENTS
77%

Report going to bed late as 

a result of their technology

fast fact

Shapiro, 2015
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SOCIAL

THE
DIGITAL
REALM

PROMOTES

DIGITAL 
DISTRACTION
SOCIAL 
DEPENDENCE
ONLINE 
AGGRESSION

CYBER BULLYING
MISCOMMUNICATION

25

DIGITAL
DISCONNECTION

26
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Phone Stacking 

28
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Miscommunication:

Whatever
Whatever

WHATEVER
whatever

WHATEVER 

WHATEVER whatever
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I did not tell 
David you 

were late to 
class

31

OF KIDS
59%
report having been the

victim of  mean or 
cruel behavior   

Pew, 2018

fast fact
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THERE CAN BE  
A NEGATIVE 

PSYCHOLOGICAL     
IMPACT AS 

A RESULT
OF AN 

OVERDEPENDENCE
ON TECHNOLOGY. 

ANXIETY
DEPRESSION
ISOLATION

PSYCHOLOGICAL

ADDICTION 
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Avid cell phone use =
teens
say:

research
suggests:

Enhanced
lifestyle. Increased

anxiety.

LOWER GRADES
AND SUBJECTIVE

WELL-BEING Kent State University, 2014

34

Positive
#success

Negative

##ilove

#best

#fail
#ihate
#worst
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OF KIDS
70%

Use technology 

LONGER
than they intended

fast fact

Shapiro, 2018
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Videos

37

Pre-School
Development 

ATTACHMENT

REGULATION

DEPENDENCE

LEARNING
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2 – 5 Years

Under 1hr / Day

Under 18 Months

Avoid Screen Time

39



2/2/23

14

OF KIDS UNDER 5
87%

EXCEED
Daily Screen Time Recommendations

fast fact

JAMA, 2019

40

early exposure
to inappropriate

websites and
graphic violence

can result in

that can impact the
psychological well-being

of children

emotional distress

& young adolescents

41

OF KIDS
63%

Have seen an image or 

video clip that 
disturbed them 

fast fact

Shapiro, 2020
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OF KIDS
42%

Have looked up
a site their parents 

would disapprove of

fast fact

Shapiro, 2020
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OF KIDS
57%

Have accidentally up

a site their parents 
would disapprove of

fast fact

Shapiro, 2020
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PUBLIC

PERMANENCE

CONSEQUENCES

Exposure
Physical Health
Criminal Charges

DAY-TO-DAY

College
Employment

Schoolwork

POLICY
(c) 2016 - The Digital Citizenship Project
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Digital 
Footprint

46
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The Story of 
Andrew Feldman 

48
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The Story of 
Andrew Feldman 

49

50

COVID Challenges 

A
TIME

OF
UNCERTAINTY

Restructure of 
Education / Life
Social Distancing

Elevated Anxiety

A Shift to Digital 
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is 
How Much

Too Much

?
52

Consumption

The 5 ”C”s of 

Screen Time

Complementary

Creative
Communication

Consumerism

53

Synchronous - Asynchronous

Creative

In Class - Distance

Hybrid
54
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15% Stress

57% had 
no symptoms

17% Fatigue

Shapiro, 2020

55

1) Excessive amounts of 
close-up eye contact 
is highly intense.

Bailenson, 2021

3) Video chats 
dramatically reduce 
our usual mobility.

2) Seeing yourself during 
video chats constantly in
real-time is fatiguing.

4) The cognitive load
is much higher in 
video chat

56

WHAT CAN
WE
DO?

Implications for Educators
www.thedigitalcitizenship.com

57
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As a classroom teacher, 
what are my 

responsibilities towards 
Digital Citizenship ? 

How can I recognize when my 
students are being negatively 

impacted by technology ?

How do I communicate my 
concerns to parents? 

Which of my students are most 
at risk for problems with 

technology?

How do we manage digital 
drama that spills over into the 

classroom? 

Personal technology 

and /or

school driven technology

How do I address these 
concerns?

To what degree 
can I / do I 

promote positive 
technology 

habits with my 
students? 

Classroom Teachers

(c) 2021 The Digital Citizenship Project 
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What is my responsibility to 
address 

Digital Citizenship

in my school ? 

How can I structure online 
learning to minimize the 

negative aspects of technology?

How do I communicate my 
concerns to parents and staff? 

How has the culture within the 
school building been influenced 

by technology? 

Do we have policies and 
procedures in place regarding 
technology for students and 

staff?

What is my responsibility to 
educate and empower parents?

Personal technology 
and /or

school driven technology

How can I use 
data to develop 

policies for  
Digital Citizenship 

in my school 
community?

School Administrators 

(c) 2021 The Digital Citizenship Project 
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Educate and Empower your school 
community around digital responsibility

01

02
Help students to become aware and 
regulate their technology use

Assess to what degree technology  
intrudes / enhances student functioning

03

Create a safe environment for students 
to discuss technology challenges 

04

what can we do?

60



2/2/23

21

Anxiety
Excessive worry

Intrusive thought
Fatigue

Emotional Distress
Irritability 

Difficulty Sleeping

61

Parenting
Excessive worry

Intrusive thought
Fatigue

Emotional Distress
Irritability 

Difficulty Sleeping

62

TECHNOLOGY BY THE NUMBERS

• 91% of parents report set rules in the house
– 41% of students

• 89% of parents report having conversations 
about using the Internet responsibly
– 31% of students 

• 22% of parents report their kids have been 
disturbed by online images & videos
– 63% of students 

63
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Empowering your parent body
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FOMO
&

BEH
67

Ideal
Shut Off Time

Max Recreational 

Screen Time

Apps &
Social Media

68

OF TEEN 
INTERNET & 
CELL PHONE 
USERS SAY

51%
parents have the 
biggest influence 

on what they think is appropriate  or 
inappropriate when using a cell phone or 

the Internet

69
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Of Students
31%

Say their parents have spoken with 

them about responsible Internet use.

fast fact

70

Model responsible digital citizenship

71

72
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73

#BALANCE
74

Thoughtful & Deliberative

75
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Screen activities should be age 
appropriate1

2

3

4

Promote non-digital activities5

Have tech-free time – Go dark for 
dinner
Have clear personal & family rules 

Six Suggestions for Family Success

6 Digital can be a shared experience

Model healthy tech behavior

76

Understand your students’ relationship 
with technology  1

2

3
4

5

Use technology strategically 

Communicate your expectations 
regarding technology 

Six Suggestions for SCHOOL Success

6 Model responsible technology use

Offer concrete help 

Ongoing assessment of tech
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Quotable 
quote

Perfect 
is the enemy of

Good

Voltaire
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Dr. Eli Shapiro 
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